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Aims and objectives

1  This policy sets out how The Blue Coat School manages information that it holds. It covers
information that is presently held and information that will be held in the future.

2 Through this policy, The Blue Coat School will comply with all statutory requirements, guidance
and advice about the collecting, storage, protection and sharing of information as set out in:
=  The freedom of information act (2000)
= The protection of freedoms act (2012)
= The school information regulations (2012)
= The general data protection regulation (2018)
= Guidance and protocols set out by the Information Commissioner’s Office (ICO)
= DFE advice and guidance including:
o DFE Protection of biometric information (Dec 12)
o DFE Statutory policies for school (February 2014)
o DFE Cloud software services and the data protection act (Oct 14)
o DFE Information sharing (Mar 15).

3 This policy is intended to provide proactive guidance to all members of the school community and
the general public about the types of information the school handles and how it handles that
information appropriately.

Roles and responsibilities

4  The governing body will ensure this policy:
= meets the statutory requirements of information handling, information sharing, the
protection of information and the freedom of information
= js maintained and reviewed regularly.

5 The headteacher will ensure that:

= the school has a named data protection officer (Annex A)

= all information required and used by the school is updated regularly

= all information required and used by the school is appropriately protected

= information that the school holds about others is only shared with third parties after
consent or as required by law

= there are clear and easy to understand process to manage freedom of information and
subject access requests.

6  The data protection officer (DPO) will ensure that:

= the school workforce is informed and advised about their obligations to comply with data
protection laws
= the school monitors compliance with data protection laws.

7 Middle leaders will:
= work with senior leaders to identify if their team is responsible for managing information
= work within school frameworks to ensure that processes to manage information are
compliant and regularly reviewed.

Page 3 of 31



8 All staff at The Blue Coat School will ensure they have read this policy and have due regard to the
principles of handling, sharing, and protecting information they use in their day to day roles.

Procedures and practices

Definitions

9 For the purposes of this policy:

= ‘Information’ is used to describe words, data or pictures that provide details about an
individual

= ‘Protection’ is used to describe the measures taken to restrict the sharing of information

= ‘School information’ is used to describe information about the school which does not
identify or give any information away about an individual

= ‘Personal information’ is used to describe any information which may be sensitive or used
on its own or with other pieces of information to identify, contact or locate an individual

10 This policy applies to all members of The Blue Coat School community. Throughout this policy:

= ‘Students’ is used to describe any individual who is on the school roll

= ‘Parents’ is used to describe any adult who has parent, guardian or carer responsibility for
a student at the school

= ‘Staff’ is used to describe any individual who is part of the school workforce. This includes
those employed by the school, those who give up their time voluntarily for the school or
those who provide contracted services to the school

= ‘Associates of the school’ is used to describe any individual who has expressed interest in
remaining in contact with the school.

What information will we collect, use, process and hold?

11  The school will collect, use, process and hold personal information about the following groups
within the school community:
= students
= parents
= workforce (employees, volunteers and governors)
= associates of the school.

12 The school will handle and manage information relating to students’:
= achievement and progress
= personal development, behaviour and welfare
= place of residence
= contextual and background information.

13 The school will handle and manage information about parents’:
= place of residence
= contact details
= preferences relating to some aspects of their child’s education
= other personal information as required on a case by case basis to support students’
welfare and development.
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14  The school will handle and manage information about its workforce (employees, volunteers and
governors’):
= place of residence
= contact details
= other personal information required to ensure safe and supportive engagement with the
school.

15 The Blue Coat School enjoys a wide and varied school community and is committed to ensuring
good communication with all associates of the school. To support this aim, the school will keep
contact details of:

= trustees of The Liverpool Blue Coat School Foundation
= members of The Liverpool Blue Coat School Olds Blues
= alumni of the school.

16  The school will provide privacy notices to ensure that each of the above groups (Annex B - E) are
pro-actively informed about the information it collects, uses and shares to fulfil its aims and
duties.

What principles will guide how we handle information?

17  The Blue Coat School is committed to requesting, securely handling, safely managing and
appropriately sharing relevant information that is required to fulfil its purpose as an educational
establishment.

18 The school will use an information management framework (Annex F - G) to consistently record
and review key school information management processes across all relevant teams.

19 Teams that are responsible for handling information will use this framework to ensure
compliance with data protection law and review and update their processes annually. Teams will
be clear about:

=  What information they hold?

=  When information is gathered and refreshed?

=  What is the lawful basis for holding that information?

= How was consent to hold that information sought (if necessary)?

=  Where the information is held?

= How the information is used?

= How the information is kept secure?

= How long the information is retained?

= How all of the above will be communicated to appropriate groups within The Blue Coat
School community?

20  Very occasionally, other information about individuals will be brought to the school’s attention.
The school will make careful decisions about the need to retain, handle, manage or share any
other information that is brought to its attention. Such decisions will be guided by:

= Statutory requirements
= Thelaw
= The extent to which information supports the aims of the school.
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The protection of information

21  The Blue Coat School acknowledges that it holds a wide variety of public and personal information
to fulfil its educational purposes. The school is fully committed to ensuring that personal
information is:

= collected with care

= stored securely

= processed appropriately
= accessed appropriately.

22  Information that will be protected because it is deemed as personal includes but is not restricted
to:

Information about students’:
o education and welfare
o personal details
Information about parents’:
o personal details
= information about employees:
o performance, conduct and welfare
o personal details
= information about governors’ or associates of the school:
o personal details.

23 Itis necessary to share the personal information of a student, parent, member of the workforce
or associate with key teams within the school. This will always be explained to students, parents,
member of the workforce or associates of the school through the school’s privacy notices.

24 The sharing of sensitive information will always be undertaken with the appropriate restricted
access and in the strictest confidence.

25  Very occasionally, it may be necessary to share the personal information of a student, parent or a
member of the school workforce with a third-party organisation. In such cases The Blue Coat
School will always act in the interests of:

= the welfare of its students’, parents’, member of the workforce or associate of the school
= other organisations who are responsible for the safeguarding of children or adults
= thelaw.

The sharing of information

26  The Blue Coat School recognises its responsibility to handle information appropriately. The school
will always make careful decisions about what information may be shared with others.

27  When making decisions about the sharing of information, The Blue Coat School classifies
information using the following categories:
= |nformation openly available to the public (School information)
= |nformation privately available to individuals (Personal information).
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28 The school will be guided by this policy when making decisions about the sharing of school
information. The Blue Coat School classifies this information according to the following
categories:

= information that we commit to sharing publically:
o statutory information about the school’s leadership, provision and outcomes
(Annex H)
o statutory information about the school’s policies and practices (Annex |)
o non-statutory information in the public interest of the school community
= information that we may consider sharing publically:
o any information about school provision as part of a freedom of information
request (See freedom of information section)
= information that we will not consider sharing publically:
o the personal information of students, parents, members of the workforce or
associates of the school
o any information that can be used to identify individuals
o any information about the school that governors deem not to be in the public
interest.

29 The Blue Coat School will ensure that school information is always available on the school’s
website. Where an interested party cannot find the information they seek we advise that they
contact the school to be signposted to that information (Annex J).

30 The school will use this policy when making decisions about the sharing of personal information.
The Blue Coat School classifies this information according to the following categories:
= information about an individual that we commit to sharing privately with that individual:
o Information about student’s personal development, behaviour, welfare,
attendance, learning and achievement
o the personal information of student, parents, members of the workforce and other
associates of the school
= information about an individual that we may consider sharing privately with that
individual:
o information that the school receives about an individual from other organisations
o any other information about an individual that is requested by that individual as
part of a subject access request (See subject access request section)
= information that we will not share privately:
o information that identifies another individual as part of a subject access request
o information that identifies any individual as part of a freedom of information
request.

31 Individuals may make additional requests for information including:
= Freedom of information requests — where an interested party requests more information
about school provision
=  Subject access requests — where a member of the school community requests to see
information that the school holds about them.
The processes for these are set out in the next two sections.

Freedom of information requests

32 The Blue Coat School will be guided by statutory requirements when making decisions about the
sharing of school information.
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33

34

35

36

37

38

39

40

Information which the school is obliged to automatically publish is set out above in the section
about the sharing of information.

This section of the policy deals with how the school will handle additional requests for school
information from members of the public.

The Blue Coat School will ensure that the principles of freedom of information relate to all
recorded information that the school holds.

Anybody can make a freedom of information request. To assist requests The Blue Coat School has
provided a named contact (Annex J) so that requests are handled efficiently and effectively.
Applicants should clearly mark their request as ‘freedom of information request’.

Upon receiving a freedom of information request in writing, The Blue Coat School will:
= Assess the scope of the request
= Acknowledge receipt of the request (Annex K) and inform the applicant about:
o whether the school holds that information
o whether the school needs further clarity about the request
o whether the school deems it necessary to charge a fee for the request
o whether the school believes the request should be refused because it is an
unreasonable burden on its resources
o what timeframe the school hopes to provide the information by (usually 1 month)
= (Collate the information requested and in doing so:
o identify all known information within the scope of the request
o select the most reasonable format to supply the information
=  Write to the applicant (Annex M) and provide the information requested ensuring that the
correspondence sets out what:
o the scope of the request was
o information has been provided
o what the applicant should do if they are dissatisfied with the information provided.

The Blue Coat School will always try to provide information without any charge. Where the
request for information requires significant printing, photocopying or use of human resources
beyond usual practice, we will assess the cost of the request and share that cost with the
interested party before progressing the request. In such cases the school will await receipt of the
appropriate fee before collating and sending the information.

The Blue Coat School will always carefully consider whether a request for information should not
be progressed under freedom of information. Such cases will include, but are not limited to:
= Exceptions relating to other legislation that are dealt with under their own processes such
as Subject Access Requests or Environmental Information Requests
= Exemptions as defined by the ICO relating to instances where the release of information is
deemed not appropriate.

The Blue Coat School will always provide individuals with information about what they can do if

they are dissatisfied with the school’s response to a freedom of information request. In such
cases, the applicant will be signposted to the school’s complaints procedure.
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Subject access requests

41

42

43

44

45

46

47

48

49

The Blue Coat School will be guided by statutory requirements when making decisions about the
sharing of personal information about an individual.

In the vast majority of cases, Information which the school holds about individuals will
automatically be shared privately with those individuals as set out above in the section about the
sharing of information.

This section of the policy deals with how the school will handle additional requests (subject access
requests) for personal information from members of the school community.

The Blue Coat School will ensure that the principles of data protection are carefully considered
when dealing with subject access requests.

Anybody can make a subject access request. To assist requests The Blue Coat School has provided
a named contact (Annex J) so that requests are handled efficiently and effectively. Applicants
should clearly mark their requests as a ‘subject access request’.

Under subject access requests, individuals are:
= entitled to have access to their own personal information
= not entitled to have unrestricted access to documents that may contain their own
personal information.

Upon receiving a subject access request in writing, The Blue Coat School will:
= Assess the scope of the request
= Acknowledge receipt of the request (Annex L) and inform the applicant about:
o what information the school holds
o whether the school needs further clarity about the eligibility of the individual to
make the request or further clarity about who the request relates to
o whether the school believes the request should be refused under guidance issued
by the ICO
o what timeframe the school hopes to provide the information by (usually 1 month
with scope to extend by up to 2 more months if necessary)
= Collate the information requested and in doing so:
o identify all known information within the subject of the request
o select the most reasonable format to supply the information
=  Write to the applicant (Annex M) and provide the information requested ensuring that the
correspondence sets out:
o the subject of the request
o theinformation that the school has been able to provide
o what the applicant should do if they are dissatisfied with the information provided.

The Blue Coat School will provide information relating to subject access requests without any
charge.

There are circumstances under which it is legitimate to withhold subject access. These may be
described as request that are manifestly unfounded or excessive. The Blue Coat School will always
carefully consider whether it is appropriate for subject access request to be progressed using
guidance from the ICO.
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50

The Blue Coat School will always provide applicants with information about what they can do if
they are dissatisfied with the school’s response to a subject access request. In such cases, the
applicant will be signposted to the school’s complaints procedure.

Monitoring, review and evaluation

51

52

53

54

The school will review information that is shared publicly on an at least an annual basis to ensure
it meets statutory requirements.

The school will annually review, evaluate and update their practices and processes for the
handling of personal information.

The school will keep a record of all requests for information (FOI and SAR) and use it to monitor
and evaluate how effectively it pro-actively and reactively shares information.

The governing body will be availed of the necessary information to rigorously review and evaluate
the effectiveness of the principles of this policy.
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Annex A: Data protection officer

Names

Data protection officer:
Alison Hughes — Director of Resources
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Annex B: Privacy notice (Students of the school)

What information do we collect?

The categories of student information that we collect, hold and share include:
e personal information such as name, unique pupil number, photograph and address

e characteristics such as welfare, ethnicity, language, nationality, country of birth and free school
meal eligibility
e attendance information such as sessions attended, number of absences and absence reasons
e financial information for school bursary payments such as bank account
e information for school catering such as records of meals purchased
e information necessary to process school trips, events and activities such as passport details
e password and network activity where access is granted
e cctv footage when present on school premises and within the vicinity of cameras.
Why we collect and use this information ?

We use student information to:
support admission to the school
support students’ learning
support the safety, security and welfare of the school community
monitor, support and report on students’ progress
provide appropriate pastoral care
assess the quality of our services
comply with the law regarding data sharing.
What is the lawful basis on which we use this information?

Under the General data protection Regulations, the lawful bases we rely on for processing student
information are:
o legal

e protection of vital interest

o |egitimate interest

Is this information requested on a mandatory or voluntary basis?

Whilst the majority of student information we collect and use is mandatory, some of it is provided to us on
a voluntary basis. In order to comply with the General Data Protection Regulation, we will inform students
whether they are required to provide certain student information to us or if they have a choice in this.

How do we store this information?

We hold student information in both electronic and manual formats in secure databases and storage
systems.

How long do we hold this information for?

We hold information relating to students who have been admitted the school until the student reaches the
age of 25.
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Information held relating to student applicants who have not been admited will be held for a period of 12
months.

CCTV footage is held for a period of 14 days unless an incident occurs which may require footage to be
retained for longer.

Is this information shared with any other parties?

We routinely share student information with:
e parents

e schools that the student’s attend after leaving us
e relevant local authorities
e The Department for Education (DfE)
e agencies that support the safety and welfare of students
e external cctv camera monitoring company
Why do we share student information?

We do not share information about our students with anyone without consent unless the law and our
policies allow us to do so.

We share students’ data with the DfE on a statutory basis. This data sharing underpins school funding and
educational attainment policy and monitoring.

We are required to share information about our students with the DfE under regulation 5 of The Education
(Information About Individual Pupils) (England) Regulations 2013.

Live cctv footage is shared for security, safety and welfare purposes.

Data collection requirements

To find out more about the data collection requirements placed on us by the Department for Education (for
example; via the school census) go to https://www.gov.uk/education/data-collection-and-censuses-for-
schools.

Youth support services
Students aged 13+

Once our students reach the age of 13, we may also pass student information to our local authority and /
or provider of youth support services as they have responsibilities in relation to the education or training of
13-19 year olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:
e Youth support services

e Careers advisers

A parent or guardian can request that only their child’s name, address and date of birth is passed to their
local authority or provider of youth support services by informing us. This right is transferred to the child /
student once he/she reaches the age 16.
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Students aged 16+

We will also share certain information about students aged 16+ with our local authority and / or provider
of youth support services as they have responsibilities in relation to the education or training of 13-19 year
olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:

e post-16 education and training providers
e youth support services
e careers advisers

For more information about services for young people, please visit our local authority website.
National Pupil Database

The NPD is owned and managed by the Department for Education and contains information about pupils in
schools in England. It provides invaluable evidence on educational performance to inform independent
research, as well as studies commissioned by the Department. It is held in electronic format for statistical
purposes. This information is securely collected from a range of sources including schools, local authorities
and awarding bodies.

We are required by law, to provide information about our students to the DfE as part of statutory data
collections such as the school census and early years’ census. Some of this information is then stored in the
NPD. The law that allows this is the Education (Information About Individual Students) (England)
Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-
database-user-guide-and-supporting-information.

The department may share information about our students from the NPD with third parties who promote
the education or well-being of children in England by:

conducting research or analysis

producing statistics

providing information, advice or guidance
The Department has robust processes in place to ensure the confidentiality of our data is maintained and
there are stringent controls in place regarding access and use of the data. Decisions on whether DfE
releases data to third parties are subject to a strict approval process and based on a detailed assessment
of:

who is requesting the data

the purpose for which it is required

the level and sensitivity of data requested: and

the arrangements in place to store and handle the data
To be granted access to pupil information, organisations must comply with strict terms and conditions
covering the confidentiality and handling of the data, security arrangements and retention and use of the
data.

For more information about the department’s data sharing process, please visit: https://www.gov.uk/data-
protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided student information to, (and for
which project), please visit the following website: https://www.gov.uk/government/publications/national-
pupil-database-requests-received
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To contact DfE: https://www.gov.uk/contact-dfe

What is the process for requesting access to your personal data?

Under data protection legislation, you have the right to request access to information about you that we

hold or be given access to your child’s education record. To make a request for your personal information,
contact the Headteacher’s PA at the school address. You also have the right to:

object to processing of personal data that is likely to cause, or is causing, damage or distress
prevent processing for the purpose of direct marketing

object to decisions being taken by automated means

in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed;

claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, you should raise your

concern with us in the first instance.

If you are dissatisfied with our response to your concern, you can contact the Information Commissioner’s

Office at https://ico.org.uk/concerns/
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Annex C: Privacy notice (Parents of the school)

What information do we collect?
The categories of parent information that we collect, hold and share include:
e personal contact details
e communications between home and school
e information about how we can support parental access to the school
e cctv footage when present on school premises and within the vicinity of cameras
Why we collect and use this information ?
We use the parent information to:
support the admission, education, security and welfare of their child
involve parents in the academic, pastoral and social development of their child
enable communication between home and school

assess the quality of our services
comply with the law regarding data sharing

What is the lawful basis on which we use this information?
Under the General Data Protection Regulations, the lawful bases on which rely for processing information

for general purposes are:
o legal

e protection of vital interest

Is this information requested on a mandatory or voluntary basis?

Whilst the majority of parent information you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you
whether you are required to provide certain parent information to us or if you have a choice in this.

How do we store this information?
We hold information about parents in both electronic and manual formats in secure databases and storage

systems.

How long do we hold this information for?
We hold parent information on their child’s school record until the child reaches the age of 25.

Cctv footage is held for a period of 14 days unless an incident occurs which may require footage to be
retained for longer.

Is this information shared with any other parties?
We routinely share parent information with:
e The Department for Education

e outside agencies that are supporting the welfare needs of their child
e External cctv camera monitoring company

Why do we share parent information?
We do not share information about our parents with anyone without consent unless the law and our
policies allow us to do so.
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We share parents’ data with the Department for Education (DfE) on a statutory basis. This data sharing
underpins school funding and educational attainment policy and monitoring.

Live cctv footage is shared for security, safety and welfare purposes.

Data collection requirements
To find out more about the data collection requirements placed on us by the Department for Education (for

example; via the school census) go to https://www.gov.uk/education/data-collection-and-censuses-for-

schools.

What is the process for requesting access to your personal data?
Under data protection legislation, you have the right to request access to information about you that we

hold or be given access to your child’s education record. To make a request for your personal information,
contact the Headteacher’s PA at the school address. You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed;

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, you should raise your
concern with us in the first instance.

If you are dissatisfied with our response to your concern, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/
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Annex D: Privacy notice (Workforce of the school)

What information do we collect?
The categories of information that we collect, hold and share include:
e personal information such as name, employee or teacher number, national insurance number,
address
e special data categories including characteristics such as gender, age, ethnic group
e contract information such as employment eligibility, start dates, hours worked, post, roles, salary
and pension information
e other employment/volunteer related information such as performance management, qualifications
and, where relevant, subjects taught and voluntary work
e welfare information such as absence and occupational health reports
e cctv footage when present on school premises and within the vicinity of cameras
e password and network activity where access is granted

Why do we collect and use this information?
We use the information to:
e support recruitment, ongoing employment and welfare needs
e enable the development of a comprehensive picture of the workforce and how it is deployed and
developed
e inform the development of recruitment and retention approaches for both the paid and voluntary
workforce
e enable individuals to be paid
e support the safety, security and welfare of the school community
e undertake necessary statutory registrations

What is the lawful basis on which we process this information?
Under the General Data Protection Regulations, the lawful bases on which we rely on for processing
information for general purposes are:

e contractual (paid and unpaid workforce)

e protection of vital interest

Is this information requested on a mandatory or voluntary basis?

Whilst the majority of information you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you
whether you are required to provide certain school workforce information to us or if you have a choice in
this.

How do we store this information?
We hold information about the school workforce in both electronic and manual formats in secure
databases and storage systems.

How long do we hold this information for?
The majority of information about the school workforce will be held for a period of 6 years after the
termination of employment contracts.

Information relating to network access and activity will be deleted on termination of employment.

CCTV footage is retained for 14 days unless an incident occurs which may require footage to be retained for
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longer.

Is this information shared with any other parties?
We routinely share this information with:

e The Department for Education

e payroll administrators

e HMRC

e pensions departments

e external cctv camera monitoring company

Why do we share school workforce information?
We do not share information about the school workforce with anyone without consent unless the law and
our policies allow us to do so.

We share payroll information to ensure individuals receive payment and employer obligations are met for
tax and pension arrangements.

Live cctv footage is shared for security, safety and welfare purposes.

We are required to share information about our workforce with the Department for Education on a
statutory basis. This data sharing underpins workforce policy monitoring, evaluation and links to school
funding / expenditure and the assessment of educational attainment.

We are required to share information about our workforce with the DfE under section 5 of the Education
(Supply of Information about the School Workforce) (England) Regulations 2007 and amendments.

Data collection requirements

The DfE collects and processes personal data relating to those employed by schools (including Multi
Academy Trusts) and local authorities that work in state funded schools (including all maintained schools,
all academies and free schools and all special schools including Pupil Referral Units and Alternative
Provision). All state funded schools are required to make a census submission because it is a statutory
return under sections 113 and 114 of the Education Act 2005

To find out more about the data collection requirements placed on us by the Department for Education
including the data that we share with them, go to https://www.gov.uk/education/data-collection-and-
censuses-for-schools.

The department may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:

e conducting research or analysis

e producing statistics

e providing information, advice or guidance

The department has robust processes in place to ensure that the confidentiality of personal data is
maintained and there are stringent controls in place regarding access to it and its use. Decisions on
whether DfE releases personal data to third parties are subject to a strict approval process and based on a
detailed assessment of:

e whois requesting the data

e the purpose for which it is required

e the level and sensitivity of data requested; and
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e thearrangements in place to securely store and handle the data

To be granted access to school workforce information, organisations must comply with its strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and retention and
use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

To contact the department: https://www.gov.uk/contact-dfe

What is the process for requesting access to your personal data?
Under data protection legislation, you have the right to request access to information about you that we
hold. To make a request for your personal information, contact the Headteacher’s PA at the school
address. You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed;

e claim compensation for damages caused by a breach of the Data Protection regulations
If you have a concern about the way we are collecting or using your personal data, you should raise your
concern with us in the first instance.

If you are dissatisfied with our response to your concern, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/
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Annex E: Privacy notice (Associates of the school)

What information do we collect?
The categories of information that we collect, hold and share include:
e Contact information (such as contact details)

e Demographic information (like age, profession)
e Financial information (such as standing order details and gift aid declarations)

e Cctv footage when present on school premises and within the vicinity of cameras

Why we collect and use this information ?
We use the information to:
Keep you up to date with news, events and information about The Blue Coat School which we think will
be of interest to you.
Carry out research on the demographics, interests and behaviour of our alumni and supporters to help
us gain a better understanding of them.

What is the lawful basis on which we use this information?
Under the General Data Protection Regulations, the lawful bases on which rely for processing information

for general purposes is consent and protection of vital interest.

Is this information requested on a mandatory or voluntary basis?
The information you provide to us is provided on a voluntary basis. In order to comply with the General

Data Protection Regulation, we will not share your data with any undisclosed organisations.

How do we store this information?
We hold information about associates in a secure database provided by a secure external party.

How long do we hold this information for?
We hold information about associates for as long as they would like it to be held.

Cctv footage is retained for a period of 14 days unless an incident occurs which may require footage to be
retained for longer.

Is this information shared with any other parties?
We do not share information about associates of the school with any other organisation without consent
unless the law and our policies allow us to do so.

Live cctv footage is shared for security, safety and welfare purposes.

Why do we share information about associates?
We do not share information about associates of the school with anyone without consent unless the law

and our policies allow us to do so.

What is the process for requesting access to your personal data?
Under data protection legislation, you have the right to request access to information about you that we

hold. To make a request for your personal information, contact the Headteacher’s PA at the school
address. You also have the right to:
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e object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed;

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, you should raise your
concern with us in the first instance.

If you are dissatisfied with our response to your concern, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/
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Annex F: Overview of Information management framework

Aspect Key questions Admin team Development team Estates team Finance team Ict team Management support
Designated | Who has day to day responsibility for the data?
responsible
officer
Information | What data do we hold?
held Who does the data belong to?
Lawful Consent?
basis Contractual req?
Legal obligation?
Protection of vital interest?
Public interest?
Legitimate interest?
Method of | How is it sought?
consent When?
How often?
Privacy Do we use a privacy notice?
notice How is it shared?
Place of | Who holds the information? (School/Other)
storage Where is the information held?
What format is it held in?
Data Do we rely on any 3™ parties?
partners Who?
Processing How is the data used?
activities How often?
For what purposes?
Control Who has access to the data?
measures How are they permitted to access it?
Security What internal measures are in place to keep the
measures data secure?
What external measures are in place to keep the
data secure?
Data What measures will be instigated if there is a
breach data breach?
measures Who will we commincate with? How?
How will a data breach be followed up?
Refresh How often is the data refreshed?
period How?
Retention How long will we retain this data for?
period Why?

Page 23 of 31




Annex G: Information management framework for teams

Aspect Key questions Data set 1 Data set 2 Data set 3 Data set 4
Designated | Who has day to day responsibility for the data?
responsible
officer
Information | What data do we hold?
held Who does the data belong to?
Lawful Consent?
basis Contractual req?
Legal obligation?
Protection of vital interest?
Public interest?
Legitimate interest?
Method of | How is it sought?
consent When?
How often?
Privacy Do we use a privacy notice?
notice How is it shared?
Place of | Who holds the information? (School/Other)
storage Where is the information held?
What format is it held in?
Data Do we rely on any 3™ parties?
partners Who?
Processing How is the data used?
activities How often?
For what purposes?
Control Who has access to the data?
measures How are they permitted to access it?
Security What internal measures are in place to keep the
measures data secure?
What external measures are in place to keep the
data secure?
Data What measures will be instigated if there is a data
breach breach?
measures Who will we commincate with? How?
How will a data breach be followed up?
Refresh How often is the data refreshed?
period How?
Retention How long will we retain this data for?
period Why?
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Annex H: Information published on the schools’ website

As set out in The school information regulations (2012), the following information will always be available
through the school’s website:

1. The name, postal address and telephone number of the school, and the name of a person to whom
enquiries should be addressed.

2. Either:

(a) the determined admission arrangements for the school in relation to each relevant age
group at the school, including any arrangements for selection, any oversubscription criteria
and an explanation of the process of applying for a school place;

(b) information as to where and by what means parents may access that information in the
local authority’s composite prospectus published on their website.

3. Information as to where and by what means parents may access the most recent report about the
school published by her Majesty’s Chief Inspector of Education, Children’s Services and Skills.

4. Where relevant, the school’s most recent key stage 2 results as published by the Secretary of State
in the School Performance Tables, to include the following information:
(a) percentage of pupils achieving the expected standard in reading, writing and mathematics;
(b) average progress in reading;
(c) average progress in writing;
(d) average progress in mathematics;
(e) percentage of pupils achieving a high level of attainment in reading, writing and
mathematics;
(f) average scaled score in reading; and
(g) average scaled score in mathematics.

5. Where relevant, the school’s most recent key stage 4 results as published by the Secretary of State
in the School Performance Tables, to include the following information:
(a) progress 8 score;
(b) attainment 8 score;
(c) percentage of pupils achieving a good pass in English and mathematics; and
(d) percentage of pupils achieving the English Baccalaureate.

6. Information as to where and by what means parents may access the School Performance Tables
published by the Secretary of State on the Department for Education’s website.

7. The following information about the school curriculum:

(a) in relation to each academic year, the content of the curriculum followed by the school for
each subject and details as to how additional information relating to the curriculum may be
obtained;

(b) in relation to key stage 1, the names of any phonics or reading schemes in operation; and

(c) inrelation to key stage 4, a list of the courses provided which lead to a GCSE qualification
and a list of other courses offered at key stage 4 and the qualifications that may be
acquired.

8. The measures determined by the head teacher under section 89 of the Education and Inspections
Act 2006.
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9. Inrespect of the school’s pupil allocation of Pupil Premium Grant (“the pupil premium allocation”):
(a) for the previous academic year:
i.  how the pupil premium allocation was spent; and
ii. theimpact of that expenditure on eligible and other pupils; and
(b) a statement as to the school’s strategy in respect of the pupil premium allocation for the
current academic year (“pupil premium strategy”):
i. the amount of the school’s pupil premium allocation;
ii.  asummary of the main barriers to educational achievement faced by eligible pupils
of the school;
iii.  how the pupil premium allocation is to be spent to address those barriers and the
reasons for that approach;
iv.  how the school is to measure the impact and effect of its expenditure of the pupil
premium allocation; and
v.  the date of the school’s next review of its pupil premium strategy.

10. The report prepared by the school under section 317(5)(a) of EA 1996 (duties of governing bodies in
relation to special educational needs(4)).

11. The school’s charging and remissions policy determined by them under section 457 of EA 1996(5).
12. A statement of the school’s ethos and values.
13. The school’s complaint procedures.

14. The school’s 16 to 18 results, identified as such, in the information published by the Secretary of
State in the School Performance Tables, under the following categories:
(a) progress;
(b) attainment;
(c) English and mathematics progress;
(d) retention;
(e) destinations.
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Annex l: Statutory requirements for policies and documents

As set out in Statutory policies for schools (DFE February 2014), governing bodies of academies are required to hold each of the policies and documents
outlined below. The following table provides transparency about where each of the following information sources is held by The Blue Coat School:

A) Statutory policies required by education legislation

Charing and remissions

School website:

Charging and remissions policy

School behaviour

School website:

Behaviour policy

Sex education

School website:

Curriculum policy

Special educational needs

School website:

Additional needs policy

B) Statutory policies required by other legislation, which impact particularly on schools

Data protection

School website:

Information policy

Health and safety

School website:

Health and safety policy

C) Other statutory documents

Admission arrangements

School website:

Admissions policy

Accessibility plan

School website:

Accessibility policy

Central record of recruitment and vetting checks

Held in school:

Director of Resources

Complaints procedure statement

School website:

Complaints policy

Freedom of information

School website:

Information policy

Home-school agreement

School website:

Behaviour policy

Minutes of, and papers considered at meetings of the governing body and its
committees

Held in school:

Clerk to governors

Premises management documents

Held in school:

Director of Resources

Equality information and objectives

School website:

Equality policy

School information

School website:

Information policy

Register of pupils’ admissions to school

Held in school:

Headteacher

Registers of pupils’ attendance

Held in school:

Deputy headteacher (PDBW)

Staff discipline, conduct and grievance

School website:

Staff professional conduct policy

D) Other documents referenced in statutory guidance

Child protection policy

School website:

Safeguarding policy

Statement of procedures for dealing with allegations of abuse against staff

School website:

Safeguarding policy, Staff professional conduct policy

Supporting pupils with medical conditions

School website:

Additional needs policy
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Annex J: How to ask for more information

Where an interested party cannot find the information they seek or wishes to request further information
we advise that they contact the school using the following details:

Name: Joanne Holmes (PA to the headteacher)
Address: The Blue Coat School, Church Road, Wavertree, Liverpool, L15 9EE
Telephone: 0151 733 1407
Email: j.holmes@bluecoatschool.org.uk
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Annex K: Acknowledgement of freedom of information
request

This template should be used to acknowledge and respond to freedom of information requests.
Dear [Name]

Re: Freedom of information request

Thank you for your letter/email received by the school on [Date].

In your correspondence, you have asked for information under a freedom of information request.
Specifically you have requested the following information:

= [Outline scope of request]

= [Outline scope of request]

= [Outline scope of request]

As set out in the school’s information policy (attached), your request will be handled as [freedom of
information request / subject access request] because it pertains to [school information / private
information].

The school has assessed your request and can confirm that:

* it [meets / does not meet ] the requirements of a valid request. (Provide reasons if does not meet)

= we deem that you [are / are not] eligible to make this request. (Provide reasons if are not)

= we [are / are not] clear about exactly what information you have requested. (Provide reasons if not
clear)

= we can confirm that the school [does / does not] hold the information you have requested (Provide
reasons if does not)

= we [are / are not] able to handle your request without unreasonable burden on the school’s
resources. (Provide reasons if are not)

= we [are / are not] able to progress your request without requesting a fee. (Provide reasons and
invoice if are not)

In summary, the school is [able / not able] to progress your request.

(If able): We hope to provide the information you have requested within 1 month of the date we received
your request and by [Date] at the very latest. We will write to you to share that information in due course.

(If not able): We regret that we are unable to progress your request at this time. We hope that the
information above gives you a clear understanding of the reasons why. If you need further clarity, please

contact the PA to the Headteacher through:

i.holmes@bluecoatschool.org.uk

Thank you again for writing to us about this matter.

Yours sincerely
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Annex L: Acknowledgement of subject access request

This template should be used to acknowledge and respond to subject access requests.
Dear [Name]

Re: Subject access request

Thank you for your letter/email received by the school on [Date].

In your correspondence, you have asked for information under a subject access request. Specifically you
have requested the following information:

= [Outline scope of request]

= [Outline scope of request]

= [Outline scope of request]

As set out in the school’s information policy (attached), your request will be handled as [freedom of
information request / subject access request] because it pertains to [school information / private
information].

The school has assessed your request and can confirm that:

* it [meets / does not meet ] the requirements of a valid request. (Provide reasons if does not meet)

= we deem that you [are / are not] eligible to make this request. (Provide reasons if are not)

= we [are / are not] clear about exactly what information you have requested. (Provide reasons if not
clear)

= we can confirm that the school [does / does not] hold the information you have requested (Provide
reasons if does not)

= we [are / are not] able to handle your request without unreasonable burden on the school’s
resources. (Provide reasons if are not)

In summary, the school is [able / not able] to progress your request.

(If able): We hope to provide the information you have requested within 1 month of the date we received
your request and by [Date] at the very latest. We will write to you to share that information in due course.

(If not able): We regret that we are unable to progress your request at this time. We hope that the
information above gives you a clear understanding of the reasons why. If you need further clarity, please

contact the PA to the Headteacher through:

ji.holmes@bluecoatschool.org.uk

Thank you again for writing to us about this matter.

Yours sincerely
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Annex M: Conclusion of freedom of information and subject
access requests

This template should be used to communicate the conclusion of freedom of information and subject access
requests

Dear [Name]
Re: [Freedom of information request / Subject Access Requests]

Thank you for letter/email dated [Date] in which you expressed you desire to request the following
information:

= [Outline scope of request]

= [Outline scope of request]

= [Outline scope of request]

We wrote to you on [Date] to confirm that we would progress your request for information as a [freedom
of information request / subject access request].

Since that date we have identified and collated all known information under the scope of your request as
outlined above. We have also carefully considered the most appropriate format in which we can share the
information you have requested. [Enclosed with this letter / Attached to this email] is the following
information:

= [Information broken down into helpful sections]

= [Information broken down into helpful sections]

= [Information broken down into helpful sections]

We are pleased to have provided the information you have requested and that we have done so within
[Number] [working / calendar] days of your original correspondence.

| hope that you are satisfied with the information we have provided. | would be very grateful if you can
confirm whether or not you feel our response to your request has been satisfactory so that we may guide

you further if required. Please do so by contacting the PA to the Headteacher through:

i.holmes@bluecoatschool.org.uk

Thank you again for writing to us about this matter.

Yours sincerely
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